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1
INTEGRATED CIRCUIT BOARD WITH
SECURED INPUT/OUTPUT BUFFER

The present invention relates to an integrated circuit card
that is usable, in particular, as a data medium, e.g. for consti-
tuting means for identifying a carrier of the card, means for
giving access to premises or to equipment, payment means
such as a bank card or a telephone card, . . . .

BACKGROUND OF THE INVENTION

An integrated circuit card generally comprises a body hav-
ing an integrated circuit incorporated therein, which circuit
contains a processor unit associated with random access
memory (RAM) and with data exchange means for exchang-
ing data with an external device, such as a card reader. By way
of example, the data exchange means comprise conductive
areas for co-operating with electrodes of the external device,
or a transceiver antenna for exchanging electromagnetic sig-
nals with an antenna of the external device. The processor
unit, a microprocessor, performs operations on the data, and
more particularly cryptographic calculations, that serve in
particular to enable the processor unit to verify whether it is
authorized to engage in a transaction with the external device
to which it is connected by the exchange means. The RAM is
used to store both data that is exchanged with the external
device, and internal operating data such as intermediate
results that are reused in the operations performed by the
processor unit.

Such cards sometimes contain information that is confi-
dential, such as a secret code, or they give access to premises
or to equipment containing such information, and they are
sometimes subjected to attempts at fraud that seek to disturb
the operation of the processor unit in order to cause it to
communicate confidential data with the outside or to reveal
how it operates.

Such attempts at fraud are generally performed by making
use of the RAM either in order to cause scraps of instructions
to be stored therein, scraps that are inoffensive on their own,
but that the processor unit will assemble and thereby consti-
tute instructions that endanger the security of the card; or in
order to recover therefrom information that the processor unit
stores temporarily therein and that is not normally intended to
be transmitted to the outside.

OBIJECT OF THE INVENTION

An object of the invention is to provide means enabling the
exchange of information with the outside to be controlled in
order to provide the card with protection.

SUMMARY OF THE INVENTION

To this end, the invention provides an integrated circuit
card including a processor unit associated with RAM and
with data exchange means for exchanging data with an exter-
nal device, the RAM including a memory zone dedicated to
exchanged data, and the processor unit is arranged to secure
the dedicated memory zone and to store the exchanged data in
said zone.

The exchanged data is data that is received or that is to be
transmitted. Thus, only exchanged data is contained in the
dedicated memory zone from where it can be exchanged with
the outside. The software security provided by the processor
unit serves to limit any risk of said zone containing data that
is harmful for the security of the card, i.e. either scraps of
instructions that are inoffensive taken individually but that
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constitute harmful instructions once assembled together, or
else internal operating data that should normally not be com-
municated to the outside. The processor unit prevents the
simultaneous presence of these scraps of instructions in
memory and the storage of said internal operating data. The
fact of having a dedicated memory zone makes it easier to
perform surveillance by limiting the number of potentially
dangerous bytes, and has no significant incidence on the
performance of the card.

In a first security technique, the processor unit is pro-
grammed to alter the data in the dedicated memory zone
before transferring data from the outside.

This avoids any data received by the card for a first com-
mand being usable in combination with data received for a
second command, or being used directly. Data received on
successive occasions by the card therefore cannot be recom-
bined or used to constitute harmful instructions.

In a second security technique, the processor unit is pro-
grammed to lock access to the dedicated memory zone while
performing a processing operation.

Thus, while it is in operation, the processor unit cannot
store data in the dedicated memory zone, thereby eliminating
any risk of such data, and more particularly any secret or
sensitive data, subsequently being transmitted to the outside.

Under such circumstances, and advantageously, the pro-
cessor unit is programmed to evaluate a status of the data in
the dedicated memory zone before performing a processing
operation, and to verify the integrity of the data after the
processing operation.

Any storage of data in the dedicated memory zone would
then give rise to a lack of integrity in said zone, thus revealing
an attempted fraud.

The invention also provides a method of managing RAM of
an integrated circuit card including a processor unit associ-
ated with the RAM and with data exchange means for
exchanging data with an external device, the method com-
prising the steps of:

defining in the RAM a zone that is dedicated to the

exchanged data; and

controlling the processor unit to secure said zone and to

store the exchanged data therein.

Other characteristics and advantages of the invention
appear on reading the following description of a particular, a
nonlimiting embodiment of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Reference is made to the sole FIGURE that is a diagram
showing a card in accordance with the invention.

DETAILED DESCRIPTION OF THE INVENTION

With reference to the FIGURE, the card comprises, in
conventional manner, a body 1 having an integrated circuit 2
incorporated therein, the integrated circuit comprising a pro-
cessor unit 3 in the form of a microprocessor, read only
memory (ROM) 4, and RAM 5. The ROM 4 contains one (or
more) operating programs that are designed to be executed by
the processor unit 3 in order to enable it to perform predeter-
mined operations. These operations include operations of
receiving data, operations of processing data, and operations
of transmitting data. By way of example, the processing
operations in question are cryptographic calculations and
authentication procedures. The RAM 5 is used by the proces-
sor unit 3 in order to store data therein. The integrated circuit
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2 is connected to an antenna 6 constituting means for
exchanging data with an external device D, here formed by a
contactless card reader.

A memory zone dedicated to the exchanged data is defined
in the RAM 5. The dedicated memory zone, referenced 7, is
bounded so that it cannot be extended during operation of the
processor unit 3.

The operating program executed by the processor unit 3 is
arranged to oblige the processor unit 3 to store in the dedi-
cated memory zone 7 any data it exchanges, i.e. data it
receives from the antenna 6 and data it is preparing to transmit
to the external device D via the antenna 6.

Before transmitting data, the processor unit 3 is pro-
grammed to verify that the data is contained in the dedicated
memory zone 7.

The operating program is also arranged so that, prior to
each reception of data, the processor unit 3 alters the data
contained in the dedicated memory zone 7. This alteration
consists in scrambling the data contained in said zone. This
operation can be thought of as erasing said data.

The operating program of the processor unit 3 is also
arranged to lock the dedicated memory zone 7 while opera-
tions are being performed by the processor unit 3. Here, this
locking consists initially in the operating program preventing
the processor unit 3 from storing information in the dedicated
memory zone 7 during the processing operations. Secondly,
locking comprises the steps of evaluating a status of the data
in the dedicated memory zone 7 before performing an opera-
tion of processing and then verifying the integrity of the data
contained in the dedicated memory zone 7 after the process-
ing operation. This integrity verification is performed by cal-
culating a polynomial on the bytes present in the dedicated
memory zone 7 before the processing operation, and in cal-
culating the same polynomial again after the processing
operation. All that then remains to be done is to compare the
two resulting polynomials. This polynomial, also known as a
checksum or as a cyclic redundancy check (CRC) is obtained
in conventional manner by processing a data block as though
it constitutes a string of binary coefficients of a polynomial.
Thus, all data storage performed after the integrity calculation
has been performed will modify the value of the data. The
integrity verification will reveal any such non-authorized
storage that is indicative of a malfunction.

The card in accordance with the invention thus includes
RAM provided with a dedicated memory zone for exchanged
data, and software security that serves to control the storage of
data in this zone.

It should be observed that the card in accordance with the
invention requires only one memory zone dedicated to
exchanging data, this memory zone containing exchanged
data.

Naturally, the invention is not limited to the embodiment
described and variations may be applied thereto without
going beyond the ambit of the invention as defined by the
claims.

In particular, the invention is applicable to any type of card,
and in particular to contact cards that present conductive areas
for co-operating with electrodes of a card reader.

The security techniques described may be used indepen-
dently of one another or in combination.

It is possible to use other techniques for verifying integrity.

The invention claimed is:

1. An integrated circuit card including a processor unit
associated with RAM and with data exchange means for
exchanging data with an external device,

wherein the RAM includes only one dedicated memory

zone dedicated to exchanged data,

10

15

20

25

30

35

40

45

50

55

60

65

4

wherein said only one dedicated memory zone is less than
an entirety of the RAM and is bounded so that it cannot
be extended during operation of the processor unit,

wherein only the exchanged data is stored in the only one
dedicated memory zone,

wherein the only one dedicated memory zone must store all

of the exchanged data, the processor unit being arranged
to store any data that is exchanged between the inte-
grated circuit card and the external device in said only
one dedicated memory zone, and

wherein the processor unit is arranged to limit any risk of

said only one dedicated memory zone containing data
that is harmful for security of the integrated circuit card
by being programmed to scramble the data in the only
one dedicated memory zone before transferring data
from the outside in order that data received on successive
occasions by the card cannot be recombined or used to
constitute harmful instructions.

2. The integrated circuit card according to claim 1, wherein
the processor unit is programmed to lock access to the only
one dedicated memory zone during a processing operation.

3. The card according to claim 2, wherein the processing
unit is programmed to calculate an integrity value of the data
in the only one dedicated memory zone before performing a
processing operation, and to verify the integrity value of the
data after performing the processing operation.

4. The card according to claim 1, wherein, before transmit-
ting data, the processor unit is programmed to verify that the
data is contained in the only one dedicated memory zone.

5. A method of managing RAM of an integrated circuit
card having a processor unit associated with the RAM and
with data exchange means for exchanging data with an exter-
nal device, wherein the method comprises:

defining in the RAM only one dedicated memory zone that

is dedicated to the exchanged data, the only one dedi-
cated memory zone being less than an entirety of the
RAM and being bounded so that it cannot be extended
during operation of the processor unit,

storing only the exchanged data in the only one dedicated

memory zone,

controlling the processor unit to store any data that is

exchanged between the integrated circuit card and the
external device in said only one dedicated memory zone,
wherein the only one dedicated memory zone must store
all of the exchanged data, and

controlling the processor unit to limit any risk of said only

one dedicated memory zone containing data that is
harmful for security of the integrated circuit card,
wherein the limitation of the risk that the only one dedi-
cated zone contains data that is harmful comprises a
stage of scrambling the data in the only one dedicated
memory zone before transferring data from the outside
in order that data received on successive occasions by
the card cannot be recombined or used to constitute
harmful instructions.

6. The method according to claim 5, wherein making
secure includes a stage of locking access to the only one
dedicated memory zone during a processing operation.

7. The method according to claim 6, wherein making
secure includes the stages of evaluating a status of the data in
the only one dedicated memory zone before performing a
processing operation, and of verifying the integrity ofthe data
after performing the processing operation.

8. The method according to claim 6, wherein, prior to
transmitting data, making secure includes a stage of verifying
that the data is contained in the only one dedicated memory
zone.
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9. An integrated circuit card including a processor unit
associated with RAM and with data exchange means for
exchanging data with an external device,

wherein the RAM includes only one dedicated memory

zone dedicated to exchanged data,

wherein said only one dedicated memory zone is less than

an entirety of the RAM and is bounded so that it cannot
be extended during operation of the processor unit and it
cannot be changed place in the RAM during operation of
the processor unit,

wherein only the exchanged data is stored in the only one

dedicated memory zone,

wherein the only one dedicated memory zone must store all

of'the exchanged data, the processor unit being arranged
to store any data that is exchanged between the inte-
grated circuit card and the external device in said only
one dedicated memory zone, and

wherein the processor unit is arranged to limit any risk of

said only one dedicated memory zone containing data
that is harmful for security of the integrated circuit card
by being programmed to scramble the data in the only
one dedicated memory zone before transferring data
from the outside in order that data received on successive
occasions by the card cannot be recombined or used to
constitute harmful instructions.

10. A method of managing RAM of an integrated circuit
card having a processor unit associated with the RAM and
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with data exchange means for exchanging data with an exter-
nal device, wherein the method comprises:

defining in the RAM only one dedicated memory zone that
is dedicated to the exchanged data, the only one dedi-
cated memory zone being less than an entirety of the
RAM and being bounded so that it cannot be extended
during operation of the processor unit and it cannot be
changed place in the RAM during operation of the pro-
cessor unit,

storing only the exchanged data in the only one dedicated
memory zone,

controlling the processor unit to store any data that is
exchanged between the integrated circuit card and the
external device in said only one dedicated memory zone,
wherein the only one dedicated memory zone must store
all of the exchanged data, and

controlling the processor unit to limit any risk of said only
one dedicated memory zone containing data that is
harmful for security of the integrated circuit card,
wherein the limitation of the risk that the only one dedi-
cated zone contains data that is harmful comprises a
stage of scrambling the data in the only one dedicated
memory zone before transferring data from the outside
in order that data received on successive occasions by
the card cannot be recombined or used to constitute
harmful instructions.
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